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Modern Piracy in SE Asia

“Maritime piracy Is a persistent and growing
problem in Indonesian waters, targeting primarily
commercial vessels”

- U.S. Department of State

"The number of attacks has gone down, that's for
sure ... [but] the pirates haven't been caught,
they're just lying low,"

- Piracy Watch Center
International Maritime Bureau
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Piracy Statistics

The rate of Piracy related incidents has consistently
gone down over the last three years

— 2007 shows potential for a reversal of this trend
Nearly 40% of all Pirate attacks, worldwide, are in
Indonesian waters

— |Indonesian Navy is the least equipped in the region to combat
Piracy

Indonesia has 21,579 km of waterways and thousands of
Islands that support Piracy

Strait of Malacca
— 550 miles long

— Approximately 50-65,000 ships pass through Malacca every year
« 1/2 of the world'’s oll
« 1/3 of the world’'s commerce



Strait of Malacca
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History of Piracy in SE Asia

« An historically unresolved

threat to shipping

« For centuries Piracy In
SE Asia was not only
lucrative, but an important
political tool as well

— Was used as a form of
political resistance to
colonialism

» British and Dutch efforts
greatly curbed Piracy by

the 1870's



Modern Era

 |n the first 6 months of 2007
world wide
— 13 vessels hijacked by heavily
armed attackers
— 152 crew members taken
hostage
» 41 were kidnapped
« 3 were killed

— In 66 cases guns or knives
were used

« Modern Pirates favor fast
maneuverable boats
— Prefer to use small, heavily
armed forces

— Take advantage of smaller
crew sizes on modern ships




Modern Era

» Resurgence of Piracy since
the 1997 SE Asian economy
collapse

— Indonesia has particularly
struggled to "bounce back”

« “Pirates’ range from desperate
fishermen to Organized
Criminal gangs

— Have ties to corrupt port
officials who pass along route
and cargo information

« Piracy is a $13 - $16 Billion a
year trade

» Has become increasingly
violent in recent years

A U.S. merchant seaman takes aim
during training to repel pirates in the
Strait of Malacca, 1984.
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Targets of Piracy

» Theft of ships

— In some cases pirates will
hijack and steal ships
» Hostage taking is the most

common form of violence
towards crew members

 Ships will be repainted,
renamed, and registered with
false papers, or under a
foreign flag never to be seen
again

 Robbery of Cargo and Crew

— Most commonly:

« Any accessible cargo that can
be easily stolen and sold

» Personal effects of ships crew

+ Parts/equipment from ships
stores or engine room




Targets of Piracy

» Kidnapping &
Ransom

— Crew members with
useful skills or thought
to be otherwise
valuable such as
Navigators, Engineers,
or Ships Captains

— Modern Pirates will
ransom hostages back
to shipping companies
for large sums




\Who Are Pirates?

Criminal Organizations

— Who have access 1o shipping
information through corruption,
bribery, coercion, and intimidation

— Have connections and access to
the black market in order to sell
stolen goods

Poor persons in Third World
Nations

— Qut of desperation, either join
Criminal Organizations or engage
in Piracy independently

Al-Qaeda Linked Terrorist Groups

—  While much less common and not
technically Pirates, some groups
conduct sea bourn raids stealing
goods and taking hostages for
ransom

— Specifically target western
persons and interests




\Who Are Pirates?

« Al-Qaeda Linked Groups

— Abu Sayyaf Group (ASG)
Muslim extremist group based
in the Philippines

- Kidnap & Ransom western
tourists and missionaries

« Raid resorts by sea to
capture supplies and
hostages

Extremely violent in hature
— Jemaah Islamiya (JI)

* |ndonesian Islamic separatist
group

» Many regions and water ways
in Indonesia made unsafe for

travel or commercial interests
due to fighting and crime

« Also target westerners (Bali
bombings in 2002 and 2005)
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Pirate Tactics, Techniques, and
Procedures

« Majority of all Pirate
Incidents:

— Target ships in a port or
anchored close to shore

— Take place at night

— Attempt to board ships
undetected and over-power
crew using the element of
surprise

— Use small ships difficult to
pick up on radar

— Conducted heavily armed
and with use of violence




Pirate Tactics, Technigques, and
Procedures

Boarding/Infiltration

— Conduct surveillance and planning
when possible

— Prefer ships that appear to have
little or no security

— Infiltrate via lightly or unguarded
gangplank
« At sea Pirates approach ships
from the stern (rear) attempting to
board while avoiding radar an
visual detection

— Target bottle neck areas at sea

» Where ships have reduced
visibility and limited room to
maneuver

Capture and Robbery

— If boarding is successful

« Pirates will destroy a ships
communication equipment, tie up
crew, then take goods and/or
hostages




Pirate Tactics, Techniques, and
Procedures

Tools of the Trade

— Pirates operate in groups of
approximately 10-30
personnel

» Depending on the size of the
target ship and crew
» Generally armed with small
arms etc.
— Assault rifles
— Pistols
— Knives/Machettes
— Sometimes even Rocket
Propelled Grenades (RPGs)
« Aftack in relatively small,
maneuverable, speed boats
— Avoid early detection
— Speed and element of
surprise

— May use multiple vessels in
an attack




Piracy Counter Measures

« Many Counter Measures are simple and preventative in nature
— Maintain a highly visible, vigilant watch while in Piracy prone areas

« Especially at night, in port, or while anchored
« All watches should be in radio contact with the bridge

— Have yacht, or other small vessel detecting radar at stern of ship
— Establish and rehearse anti-boarding measures with all crew members
« These are just a few basic steps, there are several organizations
which post in depth Piracy Counter Measures on their websites
— International Chamber of Shipping
« WWWw.marisec.org
— International Maritime Bureau

* WWW.ICC-CCS.org
— U.S. DOT Maritime Administration
» www.marad.dot.gov




Questions ?
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www. kherubim.com
admin@kherubim.com




Information Sources

CIA World Factbook
—  www.cia.gov/library/publications/the-world-factbook/index
UK Foreign & Common Wealth Office
- www.fco.gov.uk
U.S. Department of State
— hitp:/Aravel. state.gov
Global Security
—  www.dlobalsecurity.org
International Chamber of Shipping
—  Www.marisec.org
International Maritime Bureau
— WWWw.icc-ccs.org
Wikipedia (images only)
— www.wikipedia.org
U.S. DOT Maritime Administration
— www.marad.dot.gov
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