ROLE OF J&K BANK NETWORK TEAM

The Network of the Bank has grown exponentially over the period of time and thus the
dependence on IT infrastructure is rapidly increasing. The Network Infrastructure, being the
base line platform for the service delivery mechanism of the Bank thus need to be reliable and
optimized. Today, IT infrastructure of the Bank needs to be available 24x7 with extremely high
uptime requirements and thus it requires a dedicated team of Network professionals in order to
upkeep the network (Fully Optimized) and keep pace with the ever changing business demands
and technologies.

Given the above requirement and with advent and growth of several technologies, several
organizations are outsourcing routine components of infrastructure maintenance activities;
however the Bank has always been on the forefront in this field and has been Monitoring,
Expanding, Managing and maintaining the entire enterprise networks in-house.

At Network Team, we have been providing Infrastructure maintenance and support services to
all the branches/Offices of the Bank in addition to the partner networks and interfaces. We are
providing a wide range of services through a dedicated and specialized team of support
specialists ensuring that we not only meet but exceed the business requirements and
expectations.

Some of the specific areas of service are:

. Level 1 —4 Support.
Enterprise Network Monitoring.

. Enterprise Network Administration.

. Enterprise Networks Securities and Privilege Management.
. Network Expansions.

. ITIL Implementation.

The Network team is highly skilled and experienced team and is providing comprehensive,
reliable and effective services.

The Team always views the primary goal of Level 1 — 4 Support as a function to provide a
strategic point of contact for end-users of the service. As the Level 1 - 4 Support is the face of
the IT Support, we ensure that the team is focused. The associates in the team have excellent
inter-personal skills, technical skills and business awareness required for the job to ensure that
the service reflects and encourages high standards throughout the Bank.

The Network Team provides Level 1 support services through:

. Establishing the function and defining the process.

. Managing the Level 1 / Help desk for Networks at DC Operations.

. Providing a Single Point of Contact for Network Related calls between the customer &
the service.
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Forwarding the Field related calls to the Support Personnel (DSM) for Field Resolutions
or to Level 2 — 4 Support (in-house Network Team with Higher Skill sets) for call
Escalations.

The Network Team provides Level 2 — 4 supports which includes the procedures and activities
as under:

Escalation resolution

If required, on site support for emergencies both real and trial.

Perform all required activities to restore data services in accordance with the relevant
performance specifications.

Network Monitoring & Administration

Network Team provides support for all data network service events including faults, moves,

adds, changes and new services. This includes the diagnosis and prioritization of service. These

services help take care of the Bank’s Enterprise Network from Core of the Network to the Access

Locations (Branches). Some of the major components of the Network Monitoring and

Administration part include:

Monitoring of Enterprise Network to enable services using both Automated Systems as
well as manual processes.

Performing standard operating procedures and activities to restore the service.
Performance monitoring of enterprise Networks with thorough focus on Core and
Distribution Networks.

Responding to alerts and / or tickets that are either auto-generated or user raised.
Resolving the issue based on Incident and Problem Management guidelines.

Using tool sets to record data and update service progress as required noting severity
and escalation procedures

Perform technical escalation as required.

Carrying out Root Cause Analysis (RCA), including outage cause and duration, business
impact, and preventative actions to avoid a repeat fault

Reporting failure and restoration activities to key parties.

Provide support, advice and guidance to branches on Network related issues.

Performance ma nagement

Perform network health checks and activities on a regular basis to ensure that on going
performance meets the service providers’ specifications at all times.

Monitoring of the network and updating the management through logical channels of
the general status of network management and network performance tools and
assisting with planning for upgrades and changes to the system to enhance service
delivery.

Monitoring network performance after scheduled outages

Ensuring availability of the data network.
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Endeavoring to identify opportunities to enhance the performance of the network.

Capacity Management

Planning and implementation required to meet the likely future network load:

On a regular basis analyzing historical network capacity trend data to identify where
network capacity is exceeded and suggest if changes to existing bandwidths are
required

Performing capacity modeling using network management tools to forecast likely
capacity demand.

Developing capacity plans to ensure that the data network operates in accord with
reasonable strategic requirements as advised

Understanding business needs and requirements and advising the bank if changes will
be required to support future needs.

Documentation

The maintenance of all documentation needed to accurately record the operation and

architectural makeup of the network, including:

Maintaining a network schematic data base

Maintaining network operational guidelines and procedures documents

Maintaining network management system configuration data

Maintenance of the IP address register / Network Details / Configurations / Backups and
SOL Database.

Ensuring that network documentation is updated following a change.

At the core of the team’s overall efficiency, processes and a focused mind-set work cohesively to
ensure that the services are delivered in timely fashion.

Network Securities and Privileges Management

We understand the importance of Security within organizations and our team is fully qualified
with product knowledge of networks, applications and industry-specific security issues.

Our services include managing access and control to Enterprise Network resources, and enhance
operational efficiency with a technically secure environment. Services include but not limited to:

Network Infrastructure Administration; manage the creation, amendment and deletion
of Infrastructure level accesses.

Document problem resolutions.

Maintain reliable Network Layouts.

Provide timely response to critical requests through 24/7 support.

Provide response to non-critical customer requests.

Establish data security by reviewing current security levels every month & modifying if
necessary.
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. Maintain data security procedures.

The goal of our Network Support is to provide a pro-active support of Network systems across
all platforms to ensure a stable and efficient environment for the application delivery.

Project Deliveries

The provision of network infrastructure skills and expertise to advise the bank on all issues
affecting the data network and other systems employed.

o Attend project meetings
. Provide input and recommendations on projects initiated by the bank / vendor
. Ensure that any project initiative is consistent with bank’s standards and architecture

All the activities related to the Networks are being taken care of by the Network Team

together as it ensures that the team is Up skilled and Cross Skilled. The low Level view of the

network related activities are as under:

NETWORK Operations handled at Datacenter are as follows :

e Monitoring of Enterprise Network using HP Open View and Cisco LMS.
e Maintenance of Network Devices and Servers (CCM,ACS,NNM,LMS, CMS etc)

e Troubleshooting (Done explicitly done by JKB Network Team) Delegated to
e Traffic Engineering (Access-lists , Routing of VSAT, RADIO and LL traffic) Network Team

e Network Security ( Password Management of Routers ,Switches )
e SOL Master, ATM Master List and IP Schema Details of J&K Bank
e Project Implementation.

Monitoring & Daily Routine Work:

On daily basis Network team DC do monitoring of all the links Access routers, Core Routers,
Layer 3 Switches.

Daily Routine primarily includes:

Delegated to

e Ensuring that branches are working on Leased Line network. Network Team

e Commissioning of new LL/ISDN/ Radio and VSAT Networks.

e Configuration of routers for newly commissioned branch or previously VSAT / Radio
Connectivity based networked branches.

e Testing of ISDN links of all the zones

e Granting Access to various servers.(IMACS, Test Server ,OLTAS etc)

e Coordination with DSM/WIPRO/Bharti/BSNL/TATA/RBI etc.

e Coordination with NETSOL for replacing faulty network devices like NT BOX, modems (V.35
and G703) and power adaptors.

e Coordination with Bharti for MPLS connectivity

e  Monitoring VSAT /RADIO Networks.
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e Configuring of IP Phones on CCM Server.

Maintenance & Optimization of Networking Devices

Maintenance of Routers/Switches can be summarized as

e  Backup of all running and startup configuration of all networking devices
(monthly basis and when some major activity is carried out)

e Securing branch routers by adding them on ACS server.

i i i i Delegated to
e Securing layer 2 switches so that access is restricted to Data Centre Only

Network Team

e Optimizing Routing table of Routers

e Management of Network Management system NMS ( HP Open View )
e Assigning IP Schema to upcoming branches

e Adding Branch routers on NNM

e Access to RBI for Clearing, Chest etc

Traffic Engineering:

e Access-Profile for VSAT Sites
e Configuration on HECL Router for XC and KU band Sites
e Routing of VSAT and LL traffic over MPLS , SCPC and Microwave/BSNL Links Network Team

Delegated to

Project Implementation:

Project Implementation is the integral part Network Team, at any moment of time several
Projects are handled by different team members as are allocated to them. Some of the
existing Projects are as under:

a) VSAT Expansion Project
b) Wireless Network Expansion Project

c) Endpoint Security Project. Delegated to
d) RBI MPLS Upgrade Project. Network Team

e) Patch Management Solution (WSUS)
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