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Background Scenario 

 

Products and systems for implementing SCADA and other sensor monitoring applications are of 

great importance to various industries and activities. With changes in industry culture and 

practices, the need for modernizing and customising these systems is accompanied by the 

requirements for simplicity and ease of implementation. Features such as remote access and 

monitoring over global networks emerge as demands are placed on the technology. 

 

Some simple applications of these systems however are hindered by the mere cost of some of 

these solutions, especially from known players in the industry. With the industry requiring 

specialised equipment and devices to achieve most of its functionality, costs climb higher when 

scalability is considered. The alternative is usually paying for the development of custom 

systems to meet user‟s specific needs (as opposed to scaling/customising general systems). This 

alternative is equally or sometimes more expensive. 

 

The final major problem with current systems is that they generally require experienced 

professionals to set up. They often require adequate knowledge of the system designs and 

protocols and are not trivial to go through the initial configuration, calibration and set-up 

process. For specifying the system operation, the unit is usually programmed with schematic 

code or ladder logic, which again requires profession specific implementation. 

 

All these issues make setting up simple, customizable SCADA system a challenge. It hinders 

more rapid developments of the technologies involved since fewer players participate actively in 

the creation of products. This means less competition, and keeps prices high. 

 

 

  



Presentation of Solution 

One Industry that has seen majority of the technological and user advancements is the consumer 

PC industry. This is being used as a broad term to include computers, tablets, smart phones etc. 

The processing power of the technology present in today‟s computers is outstanding, and also 

remarkably affordable! Consumers have a wide range of products to choose from to extend 

functionality of a general system to meet their specific needs. 

 

It is against this background that the solution for the above problem is being derived. Computer 

parts, devices and accessories are very economically priced simply due to mass production and 

competition. It may not be possible to get this same level of competition and mass production 

into SCADA systems and devices, but it is possible to „tap‟ into the wealth of affordable devices 

being turned out by the PC industry. 

 

The other reason for growth of this industry is ease of use: the extent to which new devices can 

be connected and automatically set-up, without expert knowledge or hassle. This point forms the 

second faucet of the proposed solution: Simplicity and Ease of Use. This is achieved by enabling 

simple set-up with little or no user input, including plug n‟ play connections of sensors and 

modules. 

 

With this kind of solution, it is apparent that new methods of connecting sensors to the main unit 

must be developed. This can be achieved by modifying existing sensors from older systems, or 

by developing our own sensors, further reducing cost by avoiding the mark-up of purchasing 

completed products to be further modified. 

 

Requirements: 

Based on the concept of the solution being developed, the following requirements/specifications 

for the system arise: 

 Cost effective, affordable solution (overall) 

 Simple implementation and operation from user perspective 

 „Smart‟ sensors to automate and simplify set-up procedures 

 PC interface to use wide range of devices designed and available for computers 

 

A solution based on this background, will grant SCADA systems the same power and flexibility 

known with PC-based systems whilst reducing the overall initial costs as well as cost ratio for 

scalability. Backward capability with legacy sensors can even be ensured by including a legacy 

A/D analogue module as a part of the solution. 

 

This project concentrates on the implementation of a aolution for a Remote Water Quality 

monitoring system.  



Block diagram of solution and project split 

 

 
 

 

The rest of this discourse will present the solution and implementation in two sections as 

outlined by the block diagram representation of the solution. 
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PROJECT SCOPE 

The project is a two part project. The objective is to design and construct a device/system 

capable of measuring or monitoring water quality in remote locations. The device should be able 

to operate remotely and with minimum human contact. 

The water monitoring device will be mounted in locations where there might not be easy access 

to utilities that are wired. The name given to is device is Water Quality Probe. It should be able 

to monitor multiple parameters that or indicator to the quality of the water.  

As stated before the project is divided into two parts. This came about because the project is to 

be completed by two students of the University of the West Indies electronics engineering unite. 

The tasks involved in the construction of the Water Quality Probe are to be divided as follows: 

1. Sensor construction and sensor communication with module. 

2. Data Handling and wireless communication with end user. 

This paper will speak on the development of part one of the project. All the details and consideration that 

went into the construction of the sensors and sensors,” plug and play” type communication to the main 

module. It will also give some information on the parameters being monitored by each sensor constructed 

for this project and there relevance to water quality. 

After much research it was decided that only three sensor will be constructed at the proto type level, with 

the possibility of additional sensor to be integrated in the future. Three sensors to be proto typed are a 

temperature probe, a conductivity Probe and a turbidity probe. Each of these will be discussed in further 

detail in subsequent section of the paper. 

The module will have four ports for the direct connection of sensors made specifically for the device. It 

will also have an expansion port that will allow for the connection of additional device. 

  



BACKGROUND 

THE CONDUCTIVITY SENSOR AND ITS SIGNIFICANCE  
Conductivity (specific conductivity) measures the ionic content in a solution. The SI unit is the Siemens 

per meter (s/M). High quality de ionized water has a conductivity 

drinking water it is 5 to 50 ms/M while sea water has a conductivity of 5 s/M. 

From the above values it is clearly that pure water has a lower conductivity than water that has a lot of 

dissolved solids like is the case with sea water. In fact the conductivity of a solution is tied directly to the 

Total Dissolved Solids (TDS) in that solution. The TDS in water gives a great idea of the quality of the 

water and the possibility that harmful substance might be present in the water as well. 

When a conversion for conductivity to TDS is to be done . it is assumed that the solid is sodium chloride 

so therefore To give a clear idea of TDS 

 

TDS refers to inorganic & organic substances contained in a liquid in molecular ionized or 

micro-granular suspended form. TDS particles must be smaller than two microns to be 

considered as TDS. TDS is not considered as a primary pollutant and is not associated with 

health effect. It is used to indicate the aesthetic of drinking water, and indicates the presents of a 

broad array of chemical contaminants. 

Methods of measurement for TDS. 

There two possible ways to determine the TDS in a solution.  

H2O and weighing the TDS that is left behind. This method is extremely accurate. 

Solution. Conductivity: the TDS is a solution affects the ability of the solution to conducted 

electric current. The accuracy is approximated at 10%. 

  



TURBIDITY IMPORTANCE AND CONCEPT 

 

 

The measurable parameter of water Turbidity has become an increasingly important characteristic of 

water to be tested if the quality of water is to monitored. The standard for meaning turbidity has been 

firmly established now for over 20 years in EN ISO 7027 standard drawn up in 1984 and amended in 

1999. Turbidity values can easily be determine and as such can be readily availed parameter to indicate 

the quality of water. 

According to EPA Guidance Manual of Turbidity Provisions. Turbidity is a physical characteristic of 

water that is a representation of optical property of water that causes light passing trough the liquid to be 

scattered and absorbed by the particles, rather than be transmitted in a straight line through the water 

sample. The turbidity of a water is formed by dispersed solid is and particulate material suspended in the 

water. A range of materials can affect the turbidity of water most of these or of mineral origins such as 

sand, loam and clay particles. It can also be caused by living or dead organic material in the form of micro 

organism such as (algae, viruses, bacteria and parasites like cryptosporidium and giardia ). The raw water 

used to obtain drinking water particularly from springs, lakes, reservoirs and rivers contains turbid 

materials that must be removed as much as possible during the treatment process to produce drinking 

water. 

Some Typical sources of turbidity in drinking water are 

 Waste discharges; 

  Runoff from watersheds, especially those that are disturbed or eroding; 

  Algae or aquatic weeds and products of their breakdown in water reservoirs,rivers, or lakes; 

  Humic acids and other organic compounds resulting from decay of plants,leaves, etc. in 

water sources; and 

  High iron concentrations which give waters a rust-red coloration (mainly in ground water 

and ground water under the direct influence of surface water). 

  Air bubbles and particles from the treatment process (e.g., hydroxides, lime softening) 



The turbidity of drinking water is of particular importants as it can be an easily observed parameter and 

can be an indicator of the safety of the water for human consumption. Previously it was thought that the 

turbidity was only an aesthetic and had no implication or heath risk. Due to continuous investigation of 

the phenomena it has been determined that these can act as host pathogens in drinking water.  

 

A suitable measuring method for very low to medium turbidities used around the world is the 

nephelometric scattered light method. This according to  the EPA Guidance Manual Turbidity Provisions. 

If light is directed onto a particle, part of the light is scattered and measured. However, the scattered 

radiation is, dependent on numerous different factors. First, it is dependent on the wavelength of the light. 

Second, on the angle at which the scattered light is measured. Third, on the size, shape and colour of the 

dispersed particles, and if the wavelength chosen is not suitable, also on the color of the medium 

measured ( which in this situation is water).In the past, turbidity measurement results were not 

comparable due to different radiation source sand manufacturer-related design of optics and geometry of 

the measurement receiver. However these were are now eliminated thanks to establishment of the EN. 

ISO 7027 Standard. 

 

FIGURE 1: BASIC TURBIDIMETER DESIGN USING NEPHELOMETRIC MESURING TECHNIQUE IMAGE 

TAKEN FROM THE THE EPA GUIDANCE MANUAL 

  



CALIBRATION 

 

FIGURE 2 IMAGE TAKEN FROM HTTP://CAMBLAB.INFO/WP/INDEX.PHP/WHAT-IS-TURBIDITY/ 

 

  



TEMPERATURE 
Temperature is an important parameter in water quality monitoring thou it may not appear to be so at first 

glance as temperature is not a chemical additive. However if the temperature of a body of water changes 

by just a few degree it can have adverse effects on the life of aquatic organism living in that body of 

water. Changes in temperature can also an indicator of unnatural warming of the waster body or (thermal 

Pollution). 

Temperature has many important ecological consequences. It influences the life of aquatic organism and 

is a major influence over the chemistry of the water. Also, the rate at which chemical reaction take place 

in water, is directly related to the temperature of the water. With an increase in water temperature there is 

an increase in the chemical reactivity. The solubility of gases in water is also regulated by the temperature 

of the water  Some important gasses like oxygen and carbon dioxide dissolve much better in colder water 

that the do in warm water. Because of this organism that require a high concentration of oxygen can only 

strive in cold water. On the reverse an increase in water temperature increase the photosynthesis rate of 

aquatic plants. This can be devastating to the ecosystem as it can cause over growth of algae and other 

aquatic plants. According to the National Science Education Standards content standards, this can lead to 

an increase in the number of plants which die and are decomposed by aerobic bacteria which consume 

oxygen in the process. 

Temperature measurement is a very common practice as such there numerous methods and transducers 

that can be employed to measure temperature under many different conditions.  

Below is a list of some of the things can be affected by changes in water temperature. 

 Dissolved Oxygen levels. 

 The rate at which algae and Aquatic plant photosynthesis. 

 The metabolic rate of aquatic organism. 

 How aquatic organisms are affected by different postulants parasites and pathogen. 

 

 

  



METHODOLOGY 
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POWER SUPPLY 
 

TRANSDUCER 
The  Transducer is the  device that that will be used to sense the parameter being measured. The device 

convert the signals to an emery from that can be manipulated by electronics. For each sensor created for 

this project  we dill discuses the each transducer selected for use and the reason for selection of the 

device. 

SIGNAL CONDITIONING 
Signal conditioning is necessary to convert the output of the transducer to a variable voltage that will be 

the input to analogue to digital converter 

ANALOGUE TO DIGITAL CONVERSION (ADC) 
ADC conversion and multiplexing in is achieved by utilizing the adc function of the a microcontroller. 

The varying voltage signal that resulted from signal conditioning is converted to digital format in this 

process. 

DATA PROCESSING AND TRANSMISSION 
The digital values that are the output from the  analog to digital converter  can now be proceed by the 

microcontroller. Signal processing involves involve scaling and shifting of the values ,and also gain 

adjustment, all this is necessary to ensure that the final value that is presented is a true representation of 

the variable that was measured.  



DATA ACQUISITION MODULE 

 

FIGURE 3D REPRESENTATION OF THE DATA AQUISITION MODULE 
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Each of the sensors constructed will be fitted with one of the Data Acquisition Modules. This Module will 

have section of coding that will be specifically programmed, based on the type of sensor it is attached to. 

The data processing Function of the module is of vital importance and as such much attention was   



TEMPERATURE SENSOR 

 

FIGURE 4 3D REPRESENTATION THERMOCOUPLE SIGNAL CONDITIONING CIRCUIT 
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FIGURE 5 BLOCK DIAGRAM OF TEMPERATURE SENSOR 

The transducers used in the construction of the temperature sensor are a type K thermocouple. A 

thermocouple was chosen because of its robustness and simple construction thermocouples are relative 

inexpensive and readily available due to the popularity. 

Type k thermo couple produces an electromotive force (EMF) of 39.94 uV/C and will have 0 volts across 

its terminal assuming that the junction is at zero degrees Celsius. Junction temperature cannot be maintain 

at 0 degrees Celsius. In the this design the limitation of a changing junction temperature is compensated 

for by monitoring junction temperature with the aid of a solid state temperature sensor. the sensor used is 

the LM34 that has a resolution of 10 mV /C . the ADC accepts a maximum of 5 volts Dc as such  the 

temperature sensor is constructed with a gain that will result is a output voltage of 2vdc at 200 Degree C, 

and 5 vdc at 500 degree C..The design employs two differential amplifiers as can be seen in the figure 

below. The first differential amplifier U1 has a  gain of 450. This large gain is needed to increase the 



thermocouple voltage to 10mV/C to match that of Lm34. They following amplifier functions as a 

compensator and has a gain of 0.84. this gain reduces the maximum output from the U1 to a max of 5 

volts Dc. 

 

FIGURE 6 SCHEMATIC OF TEMPERATURE SENSOR SIGNAL CONDITIONING CIRCUIT. 
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TURBIDITY SENSOR 

 

FIGURE 7 3D REPRESENTATION OF TURBIDITY SENSOR SIGNAL CONDITIONING CIRCUIT 
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FIGURE 8 BLOCK DIAGRAM REPRESENTATION OF TURBIDITY SENSOR SIGNAL CONDITIONING 

CIRCUIT 

Construction of the turbidity sensor is very simple. It is constructed base on the nephelometric measuring 

technique. This sensor is not measuring the scattered light @ 90 degrees however the light sensor directly 

in front of the beam and measures the un scattered light that makes it through the sample solution. due to 

this fact the values obtained from this sensor are the reciprocal of NUT values and thus compensation for 

this must be made in signal processing in the micro controller. Manipulation of the values must be done to 



obtain the correct readings. Calibration of the sensor can be done with the aid of standard Formazin 

solutions. 

 

 

FIGURE 9. SCHEMATIC DIAGRAM OF TURBIDITY SENSOR SIGNAL CONDITIONING CIRCUIT 

LIGHT SOURCE 
The light source is an IR LED. It is powered by stable 5Vdc and has a current limiting resister in the 

circuit as well. IR LEDs provides a stable light source and are relatively cheap, they also have a very lond 

life span so the light source should last just as long as the sensor. So there3 will be no need to replace this 

at any point in its life. 

RECEIVER 
The receiver is a photo transistor which is perfect for sensing IR radiation. Therefore other ambient light 

will not cause false reading . the pho transistor is also powered by 5Vdc and has a current limiting resister 

in its loop. The voltage drop across the current limiting resister is the input to a voltage buffer constructed 

from the LM741 op amp labeled U2. 

The voltage buffer provide small input impedance so most of the current flowing in the sensor loop can be 

measured as voltage changed. 

AMPLIFICATION OF THE SIGNAL. 
For this sensor only a small voltage amplification was need to bring the maximum output voltage value to 

the 5Vdc required as input the turbidity sensor Data acquisition module. The operation of the module is 

explained in a previous section  of this paper. Please refer to it. 
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CONDUCTIVITY METER 
 

 

FIGURE 10 CONDUCTIVITY MEMTER 3D VISUALIZATION 
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FIGURE 11 BLOCK DIAGRAM REPRESENTATION OF CONDUCTIVITY METER  

 



 

FIGURE 12 SCHEMATIC DIAGRAM OF CONDUCTIVITY METER  
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4-20MA MODULE 

 

FIGURE 13 3D REPRESENTATION OF 4-20 MA MODULE 
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FIGURE 14 BLOCK DIAGRAM OF 4-20MA MODULE 

 

 



This module has a very different construction from the other sensor modules. In fact it is not a sensor at 

all. In industrial application a standard for communication or transmission of  instrument readings has 

been in use for years. That is the 4-20mA standard. There are many industrial grade instruments capable 

of measuring all types of variables. This 4-20 module will enable us to takle advantage of this and will 

provide The 4-20 mA current loop is a very robust sensor signaling standard. Current loops are ideal 

for data transmission because of their inherent insensitivity to electrical noise. In a 4-20 mA 

current loop, all the signaling current flows through all components; the same current flows even 

if the wire terminations are less than perfect. All the components in the loop drop voltage due to 

the signaling current flowing through them. The signaling current is not affected by these voltage 

drops as long as the power supply voltage is greater than the sum of the voltage drops around the 

loop at the maximum signaling current of 20 mA. Figure 15 shows a schematic of the simplest 4-

20 mA current loop.  

 

THERE ARE FOUR COMPONENTS: 
1. A DC power supply; 

2. A 2-wire transmitter; 

3. A receiver resistor that converts the current signal to a voltage; 

4. The wire that interconnects it all. 

The two “Rwire” symbols represent the resistance of the wires running out to the sensors and 

back to the power supply and HVAC/R controller. 

 

 

FIGURE 15 BASIC 4-20 MA LOOP. IMAGE TAKEN FROM UNDERSTANDING 4-20 MA CURRENT LOOPS REV. 

10/05/06 BY BAPI 

 



 

1. THE POWER SUPPLY 
Power supplies for 2-wire transmitters must always be DC because the change in current flow 

represents the parameter that is being measured. If AC power were used, the current in the loop 

would be changing all the time. Therefore, the change in current flow from the transmitter would 

be impossible to distinguish from change in current flow caused by the AC power supply. For 4-

20 mA loops with 2-wire transmitters, common power supply voltages are 36 VDC, 24 VDC, 15 

VDC and 12 VDC.  In this the power supply will be 24 VDC. 

 

2. THE TRANSMITTER 
The transmitter is the heart of the 4-20 mA signaling system. It converts a physical property such 

as temperature, humidity or pressure into an electrical signal. This electrical signal is a current 

proportional to the temperature, humidity or pressure being measured. In a 4-20 mA loop, 4 mA 

represents the low end of the measurement range and 20 mA represents the high end 

 

3. THE RECEIVER RESISTOR 
It is much easier to measure a voltage than it is to measure a current. Therefore, many current 

loop circuits (such as the circuit in Figure 15) use a Receiver Resistor (Rreceiver) to convert the 

current into a voltage. In Figure 15, Rreceiver is a 250Ω precision resistor. The current flowing 

through it produces a voltage that is easily measured by an analog input of a controller. For the 

250Ω resistor, the voltage will be 1 VDC at 4 mA of loop current and 5 VDC at 20 mA of loop 

current. The most common Receiver Resistor in a 4-20 mA loop is 250Ω. As a result that is the 

resister used in the construction of this 4-20mA current module  the schematic for the module 

can be seen in Figure 16. An ATMEGA 329p  microcontroller is used digitize the change in 

voltage across the receiving resistors.  

 

4. THE WIRE 
Sending current through a wire produces a voltage drop proportional to the length and thickness 

(gauge) of the wire. All wire has resistance, usually expressed in Ohms per 1,000 feet. The 

voltage drop can be calculated using Ohm‟s law: 

E = I x R 

E = the voltage across the resistor in volts; 

I = the current flowing through the conductor in amperes; 
 

 

 



 

FIGURE 16 CIRCUIT DIAGRAM FO 4-20 MA MODULE. 
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SECTION 2 

Overview and Literature Presentation 

Industrial and commercial based SCADA and sensor monitoring system designs and products 

have various building blocks that control how the function and operate. The sections of these 

systems that are important to this section of the discourse are the connections of the sensor to the 

network, the RTU, and the external network that connects the remote or isolated SCADA unit to 

a wider network. 

 

Connection the RTU in most systems falls under two main categories: Analogue and 

Digital/Fieldbus. In analogue systems, sensors are connected to the RTU usually via two wires in 

a current loop. These sensors transmit readings as signal levels (4mA to 20mA). Each sensors 

needs its own set/pait of wires to connect it to the Main controller. „Smart‟ systems using 

analogue include the HART protocol which uses Frequency modulated signals riding above the 

analogue waveform to send calibration and ranging signals. 

 

The idea of many wires to connect multiple sensors is oftentimes tedious and expensive. For this 

and other reasons, Digital/fieldbus protocols developed. These systems have one main bus to 

which all the sensors are connected (i.e. one main line). This facilitates many network topologies 

accounting for reliability. Profibus (Siemens) and ControlBus (Allan Bradley) are two common 

fieldbus networks used by top system manufacturers. More general systems use modified 

versions of Modbus protocol which is specified in the public domain. 

 

RTU units use manufacturer specific firmware, and the entire system operates on a combination 

proprietary communication links and some open protocols. Modules and add-ons for the systems 

are sold by the manufacturers or their authorised dealers since the protocols between the modules 

and main unit are usually proprietary. 

 

Manufacturers vary in terms of the external connectivity given. Older systems came by default 

with RS232 connection capability. Other systems included Ethernet and other custom networks. 

Systems for real remote signalling often utilise custom designs based on the user, or specialised 

modules created to run it. 

  



Network Design 

The design of the internal Network is governed by the specifications and requirements set out in 

the presentation of the proposed solution. The Specifications more intimately linked with this 

are: 

 Simplicity of the Solution 

 Plug n play 

 Cost 

 

The extended requirements for the network can then be made from these general specifications. 

 Digital Network: For „Smart‟ sensors, the designed network must support digital 

transmission of data to enable transfer of information about sensor over the network and 

reduce set up or connection for each sensor.  

 Resilience to RF interference: Be able to operate under Industrial conditions or in 

environments with unpredictable RF disturbance 

 Enable Connection of multiple field devices to system 

 Support simple Plug N’ Play connection of devices 

 

Existing complete fieldbus protocols may be computationally expensive to implement without 

much dedicated hardware on simple sensors. Hence for cheap sensors, running on 8bit 

microcontrollers, CANBUS and Profibus have some overheads that would make these systems 

impractical. Furthermore, there are several features required that are not natively supported by 

these protocols. These features all relate to the required simplicity of the designed system. 

 

Modbus is the simplest of these protocols, (Profibus is modelled from it) and flexible enough in 

that it does not define a physical layer. As such, the data link layer structure for the network 

design was modeled from the Modbus protocol and the physical layer designed to meet the 

capacity of the processing power and hardware of the simple sensors. 

  



Network Physical Layer 

 

8bit microcontrollers have various peripherals to support serial data transfer which can be 

employed to develop the physical network of the system. A comparison of the peripherals is 

shown below: 

 

 I2C SPI UART 

Transmission Type Open Drain Driven Driven 

# wires Full-Duplex 2 NA 2 

Wire Names CLK, DATA CLK, MISO, MOSI TX, RX 

# wires Half-Duplex 2 2 1 

Speed Slow Fast Medium(without 

additional hardware) 

Other Notes Maximum Bus 

Capacitance of  

* 

  

  

In general, some features are beneficial and others disadvantageous to be used to facilitate the 

network PHY. I2C and SPI have to send clock signals along with their data. If the clock signals 

get corrupted, blocks of data may become corrupted until both systems can be synchronised 

again. Furthermore, the more wires needed for transmission, the harder it is to implement 

systems to improve the network‟s immunity to noise. The various wires themselves may also 

interfere with each other, depending on the frequency of the signal being sent. SPI and I2C are 

often used for shorter distances (I2C is limited by buss capacitance and the fact that it is an open 

drain protocol). 

 

Given these Considerations, Half-Duplex UART was chosen as the most flexible and ideal 

peripheral for implementing the network physical layer. The single transmission wire was 

shielded against RF noise using differential signalling, implementing a version of the RS485 

protocol. Since, the microcontrollers did not natively support RS485, an RS485 line driver was 

used as the interface between the sensors and the line. The RS485 signal line is necessary only 

for longer distance wires, for shorter distances, the native RX and TX wires of the UART can be 

used. The overall structure of the network physical structure design is depicted in Figure 17. 



 
FIGURE 17 NETWORK PHYSICAL LAYER LAYOUT 

 

  



DataLink Layer 

The Datalink Layer is modeled from the Modbus protocol with changes made to enable optimum 

network design. Firstly, there are two versions of the Modbus protocol: Modbus RTU and 

Modbus ASCI. Modbus ASCI sends each digit of the data values as ASCI characters. This mode 

uses up more space and time to transmit data. The solution was to use Modbus RTU, but to use a 

scaling value that would be stored for each sensor to take care of decimal/fractional values. The 

comparison between the modes is illustrated below: 

 

Value: 16.945 

Modbus ASCI:  „1‟,‟6‟,‟.‟,‟9‟,‟4‟,‟5‟ = 6 bytes 

Modbus RTU:  16945 = 1 byte  (note when sensor is registered it will store scaling as 1000) 

 

When the sensor value is received, the RTU will scale the value appropriately before storing it. 

 

Changes were made to two other areas of the protocol: the Function codes, and the EOT (end of 

Transmission) notification. In most Modbus protocols, the end of transmission is noted with a 

silence of two and a half characters (2.5). For our implementation, it was simpler to use a whole 

number multiple of a character (byte block) period. Hence this value was rounded up to 3 

characters silence. It was noted also that the Master/RTU would not need much time to do 

processing between sending bytes of a transmission frame/block. So the EOT for a master was 

reduced to 2 characters silence, to speed up processing on the slave which is being addressed by 

it. 

 

The function codes were changed to have a smaller, and custom function code set, as well as to 

include features not supported or needed in most Modbus devices. These features surrounded 

Auto registration, and automatic network access. 

 

Network Frame: 

Address:  

8 bits 

Function Code: 8 

bits 

Data:  

Multiple bytes 

EOT: 2/3 chars silence 

End of Transmission 

 

 

Function Codes: 

REQMAIN 1 

ACCESS 2 

PING 3 

ACK 3 

NACK 131 

REQMAC 4 

SETADDR 5 

SETRATE 6 

REQUNITS  

REQSCALE 8 

WAKE 10 

REQTYPE 11



Device Addressing 

 

According to the data link layer structure, we have a maximum of 256 unique addresses that can 

be used on the network. This will be reduced since some addresses will be assigned for specific 

purposes. All other devices on the network will use the other generally available addresses. Two 

pre-set addresses are: 

 

General Address: 0 (0x00)  - data intended for all slaves/nodes on the network 

Master/RTU Address: 1 (0x01) 

 

A problem arises: No two devices on the network may have the same address to avoid data 

corruption/collision and to ensure the network works properly. Since this is a consumer system, 

there is no control over the number or type of devices on a system. For example a particular 

implementation may use 5 different temperature sensors on the same system to monitor 

temperature at 5 different points (hence we cannot say all temperature sensors should have a 

particular address). Secondly, the only other unique identifier that can be given to devices is a 

serial number or MAC ID. These numbers are usually very long to ensure no two devices from 

any manufacturer are the same. It is therefore impractical to use this identifier as the unique 

address in a system where the speed of you data network is critical and certain levels of latency 

is undesirable.  

 

The standard way to ensure that all sensors have different addresses is usually to programme/set 

the addresses for each unit to be installed to the system. This would require some initial set up of 

the devices before they can actually be used on the network which is not in keeping with the 

design specifications (Simple, Plug n‟ play). The idea is a system where the user simply connects 

a device and it just works! 

 

The solution is auto address assignment. This is a similar system to assigning IP addresses in 

computer/PC networks. When a slave node is connected to the network, it is not initialised until 

given an address by the master. When it gets an address, the address is valid for the duration of 

the connection period until power loss or system restart. 

 

Auto Address Assignment 

In further detail: The Master/RTU periodically sends a grant access command to the general 

address (0x00) on the network. If any nodes have connected but not yet initialised, they would 

respond to the command with their MAC address. The Master/RTU would then respond giving 

the slave (the device whose MAC matches the one received) an address to be used. 

 

 

 



Contention Management 

In this automatic system, the problem of network contention arises when multiple unintialised 

nodes exist on the network at the same point in time. In this scenario, all unitialised nodes would 

attempt to respond at the same time, rendering all communicated data corrupted and useless. The 

solution is to generate a random back-off/delay period before responding to the access grant. If 

during this time another node responds, then the device would abort the pending response and 

wait for another access slot to be issues by the Master/RTU. A similar system is used for 

granting access to mobile networks when a cell phone call is made. 

 

The initial proposed solution was to use time (clock cycles elapsed before first data frame 

transmission is detected on the network) to seed the random generator. This system would work 

perfectly for connecting sensors to the system after the system is already running. No two 

devices would respond at the same time. However, if the entire system restarts, all sensors 

theoretically turn on at the same time, and are all listening to the network after the same period 

(for similar sensors/devices – like two temperature sensors made in the same way). To resolve 

this, it was necessary to find another way to generate a reasonably random number apart from 

line activity time. The solution used was to generate a 16 bit pseudo random number from the 

MAC for each device and use that as the seed for the random number generator for the device. 

The pseudo number could be created by simply summing the ASCI values of all the characters in 

the MAC, and was calculated beforehand and included in the device parameters (code). 

 

  

Slave Node Implementation 

 

The network layers for the slave devices (sensors) were coded in Embedded C. The 

implementation was made as a modular group of files that could be included in the entire sensor 

device project. The protocol and definition files were made to be independent of the particular 

architecture (or microcontroller) used (network.h and protocol.c files). The 

microcontrollerprocessor specific code was included in the networkPHY.c file in the module. 

This is where the code to control the specific hardware (UART, Timers, GPIO) was developed. 

This was written for the atmega328 for the prototype as the architecture used by the sensors. The 

structure of the network.h files defined all the parameters of the sensor: MAC id, device/sensor 

type, sensor units, sensor scaling etc. 

 

For Complete development of the sensors, the sampling and signal processing of the QUM 

(Quantity under measurement) was done in application code developed along with the sensor 

design. The network specific code was included as a separate module, and the major interface 

between the coded modules is a „getReading()‟ function which returns a 16 bit integer 

representation of the sensor reading. This function prototype is stated in the network module and 

defined in the application code for the sensor project. 

  



Master/RTU Design and Implementation 

 

The Master/RTU is the central control and processing unit for the entire system. It provides the 

interface to the developed sensors as well as provides the access to PC type resources and 

devices. The functioning of the master is critical to ensure proper function of the overall system. 

There are certain functions which the master must perform: 

 Control/Administrate and monitor Internal network 

 Request and store Sensor readings/values 

 Provide sensor values to external network 

 Provide PC interface to enable scalability of system and increase functionality 

 

The functional routines and operations of the Master are represented here. And include the 

following: 

 

Master Initialisation 

Master Loops: 

 Main Loop: Sensor Data Request 

◦ Alarms Check 

◦ Update Network 

 Secondary Loop: Check New sensors 

◦ Register New Sensor 

  



Initialisation 

 

 
 

 

 

  



Sensor data loop: Timely request sensors data. (perform required scaling etc.) 

 

 

 
 

 

 

 

 

  



Alarm Conditions loop: detect if any alarms need to be set and do appropriate action 

 

 
  



Network Update Loop: upload sensor data values to external network 

 

 
 

  



New Sensor connected loop: check if uninitialized sensors on network. Device initialization 

 

 
 

  



New Sensor Registration 

 

 

 
 

  



PC Interface Design 

A major part of the specification of this solution is the scalability of the system by being able to 

tap into the wealth or resources, devices and features offered by the PC industry, as well as the 

greatly reduced prices driven by mass production. To do this, the Master/RTU must be able to 

interface with PC devices, and provide a PC based platform to facilitate the integration and easy 

development. The solution is to use an embedded OS with similar core and structure to 

commercial PC Operating Systems and will support the same drivers etc. For embedded OS open 

source development, Linux-based system systems are the way to go. Windows and MAC 

systems are not open source and not as easy to include into an embedded solution. And their 

commercial nature will drive up the cost for the overall system. 

 

An embedded system running this kind of Operating system will have all the features of standard 

PC based systems, whilst being lightweight enough to run on fewer resources, and drive low-

level peripherals. 

 

 

 

Implementation: 

 

Based on the design requirements, the platform for developing the Master must provide the 

following: 

 Able to run developed standard OS with support for many USB drivers. (Linux) 

 Access to low level peripherals 

 Easy and quick development for prototype 

 

The solution to all of the above is to use an ARM-based system. Many Linux distributions have 

been compiled/built for ARM cores, and power many embedded devices such as smart 

phones/tablets and control solutions (QNX). ARM systems can be timely to develop for, and 

ARM-based processors are surface mount and in form factors that carry many pins making them 

difficult/impossible to work with directly without specialised tools. The solution to this was to 

use an ARM-based development module that provided access to the features and functionality of 

the processor but still enabling quick and easy development. For final product, design can always 

be transferred to a custom board. 

 

  



The Raspberry pi: 

 

 

 
 

 

 

 

 

Routine Implementations: 

For prototype development, it was simple and easy to implement functions on the master as 

scripts that will run as high priority processes within the embedded OS on the Master/RTU. 

Python scripting was more flexible and easier to use to implement the routines for the prototype. 

The initialisations and Main loops were done and called from a main programme thread which 

could be given priority among other OS processes.  

 

Registered sensor information and system alarm conditions are saved in files for non-volatile 

storage. The file structures are defined by python for storing the appropriate data types. These 

values are loaded during the initialisation process and are updated whenever new data is 

available. 

 

Resource Management 



The physical resource (physical network hardware) and data (sensor data queues, sensor info 

data etc.) are shared between all the concurrent loops or other threads running at any one time. 

This requires a system to ensure data is not corrupted and the resources are shared appropriately. 

Using the appropriate data structures ensured that python automatically takes care of data 

resource management and ensures that no corruption happens between calls (e.g. concurrent 

access – reading/writing). The physical resource had to be managed by code. When an on-going 

transmission is taking place, the network module flags the network as being busy/locked. Any 

other routine that tries to gain access to the network resource is blocked until the resource is 

released.  

 

The main loop goes one step further by locking the physical network once it is running (i.e. it is 

not released after every transmission but only after loop suspends). This gives the main loop 

priority over the secondary loop. 

 

A resource contention scenario is highlighted for clarification: 

The main loop is triggered and runs periodically according to the refresh rate and collects sensor 

data. The secondary loop is also periodic and checks for new sensors and registers unknown 

ones. 

If the secondary loop is in the process of registering a new, unknown sensor (i.e. requesting 

sensory type, units etc.) and the main loop needs to execute, then as soon as there is a break in 

transmission, the main loop will execute until completed. (i.e. collecting all sensor values etc.). 

The secondary loop (registration) will resume as soon as the main loop suspends. 

 

NB:  During the secondary loop, the network was only locked until the ongoing 

transmission completed (i.e. request and response) in the main loop, the network is locked 

until it is completed (i.e. all sensor values have been read). 

 

 

External Network 

Due to the Access to PC type resources, there are limitless solutions to implementing the external 

network. Many SCADA systems are integrated using LAN networks to connect to the core 

system. These networks are oftentimes isolated from the external global network (Internet 

connections etc.) In many solutions however, global access is desired and the external network 

should link to the internet. The same LAN configurations can be used to link the RTU to the 

internet.  

For more remote solutions, or isolated SCADA systems, the required external network needs to 

rely on satellite or mobile radio or mobile data connections. PC interfaces makes all this possible 

without much additional development, by using LAN interface, or any of the many commercial 

Mobile data dongles (GPRS, 3G etc.). The prototype was tested using primarily a LAN 

connection to demonstrate functionality, whilst connection with modules was also demonstrated. 



  



Web Network application 

 

The Web application is the final major component of the complete solution. It provides an easy 

to use interface to the user and enables remote interaction with the SCADA system. The 

requirements are laid out in the following: 

 Receive sensor data from RTU 

 Log data to database with timestamp  

 Register new sensor in database 

 Present sensor data to user: 

◦ Live trend graph 

◦ Historical trend graph 

◦ Table values 

 

The implementation of the web applications made using of PHP scripts for the server-side 

scripting to manage communication to RTU as well as administer database. Interfaces between 

these scripts and the final display to the user were commissioned by creating dynamic web pages 

as well as some client-side scripting. 

 

Web Server platform Specifications: 

 Apache Server 

 PHP 5.0 

 MySQL:      phpmyadmin 

 

Resources and scripts used: 

 Joomla: (open platform CMS – Content Management system) control content access, site 

login and site appearance 

 Flot Graphs API/Module: Open source JavaScript-based graph plotting and data 

representation module. 

 Application Scripts: PHP – server-side scripting, dynamic web pages 

 Presentation scripts: 

◦ JavaScript: interact with data and graph module 

◦ HTML/CSS general content layout etc. 

 

 

  



Database Structure: 

 

SensorInfo Table 

Column Name Data Type 

ID Int (auto increment) 

MAC String 

Name String 

Units String 

RTU String 

Description Text 

 

SensorData 

Column Name Data Type 

Index Int (auto increment) 

Timestamp Timestamp 

SensorID String 

Value Float 

 

 

  



Web Interface Screen Shot 

 

 
 

 

 

  



Complete Solution implementation/Assessment. 

 

The prototype was built and tested to demonstrate the objectives of the system design 

Improvement – Road forward 

 Handheld Configuring device 

 Other Sensors 

 Make more modular 

 Improve Control features 

 

 



 

APPENDIX A 

BILL OF MATERIALS FOR TURBIDITY SENSOR 
================= 

Design:   turbidity.DSN 

Doc. no.: <NONE> 

Revision: <NONE> 

Author:   <NONE> 

Created:  04/17/13 

Modified: 05/19/13 

 

QTY  PART-REFS           VALUE               CODE                           

---  ---------           -----               ----                           

Resistors 

--------- 

6    R1-R6               10k                                                

 

Capacitors 

---------- 

2    C1,C2               100n                Farnell 316-581                

2    C3,C4               1nF                                                

1    C5                  10u                 Maplin DT55K                   

 

Integrated Circuits 

------------------- 

2    U2,U3               741                                                

1    U4                  ATMEGA328P                                         

 

Diodes 

------ 

2    D1,D2               DIODE-LED                                          

 

Miscellaneous 

------------- 

2    B1,B2               5V                                                 

2    J1,J2               SIL-100-06                                         

1    L1                  10u                 Digikey PCD1020TR-ND           

1    LCD1                LM032L                                             

1    LDR1                TORCH_PHOTO_NPN                                    

1    RV1                 30k                                                

1    RV2                 50k                                                

1    X1                  CRYSTAL                                            

 

 

 

  



 

BILL OF MATERIALS FOR  4-20MA MODULE 
================= 

Design:   Final project\circuits\4_20_module.DSN 

Doc. no.: <NONE> 

Revision: <NONE> 

Author:   <NONE> 

Created:  04/23/13 

Modified: 04/24/13 

 

QTY  PART-REFS           VALUE               CODE                           

---  ---------           -----               ----                           

Resistors 

--------- 

6    R4-R9               220R                W220R                          

 

Capacitors 

---------- 

2    C1,C2               100n                Farnell 316-581                

4    C3-C6               1nF                                                

1    C7                  10u                 Maplin AU06G                   

 

Integrated Circuits 

------------------- 

1    U1                  ATMEGA328P                                         

1    U2                  7805                                               

 

Miscellaneous 



 

------------- 

1    B1                  24V                                                

1    J1                  90325-9022          Molex 0903259022               

1    J2                  71918-106LF         FCI 71918-106LF                

2    J3,J6               SIL-156-03                                         

2    J4,J5               SIL-156-08                                         

1    L1                  10u                 Digikey PCD1020TR-ND           

1    X1                  CRYSTAL                                            

 

  



 

BILL OF MATERIALS FOR TEMPERTURE SENSOR 
================= 

Design:   Final project\circuits\Temp_sensor.DSN 

Doc. no.: <NONE> 

Revision: <NONE> 

Author:   <NONE> 

Created:  01/08/13 

Modified: 05/19/13 

 

QTY  PART-REFS           VALUE               CODE                           

---  ---------           -----               ----                           

Resistors 

--------- 

2    R1,R3               12                                                 

4    R2,R4,R6,R7         5.4k                                               

2    R5,R8               10k                                                

 

Capacitors 

---------- 

2    C1,C2               100n                Farnell 316-581                

2    C3,C4               1nF                                                

1    C5                  10u                 Maplin DT55K                   

 

Integrated Circuits 

------------------- 

2    U1,U2               CA3140                                             

1    U3                  LM34                                               



 

1    U4                  ATMEGA328P                                         

 

Miscellaneous 

------------- 

2    B1,B2               5V                                                 

2    J1,J2               SIL-100-06                                         

1    L1                  10u                 Digikey PCD1020TR-ND           

1    LCD1                LM032L                                             

2    RV1,RV2             1k                                                 

1    TC1                 TCK                                                

1    X1                  CRYSTAL                                            

 

 

  



 

BILL OF MATERIALS FOR CONDUCTIVITY SENSOR 
================= 

Design:   Final project\circuits\condutivity.DSN 

Doc. no.: <NONE> 

Revision: <NONE> 

Author:   <NONE> 

Created:  04/03/13 

Modified: 04/22/13 

 

QTY  PART-REFS           VALUE               CODE                           

---  ---------           -----               ----                           

Resistors 

--------- 

3    R1,R2,R5            1k                                                 

1    R3                  33k                                                

1    R4                  56k                                                

2    R6,R13              22k                                                

3    R7,R8,R15           220k                                               

2    R9,R14              100k                                               

1    R10                 10k                                                

2    R11,R12             50k                                                

 

Capacitors 

---------- 

2    C1,C2               .015nF                                             

1    C3                  22uF                                               

 



 

Integrated Circuits 

------------------- 

4    U1-U4               LM348                                              

 

Diodes 

------ 

2    D1,D2               1N4733A                                            

 

Miscellaneous 

------------- 

2    B1,B2               12V                                                

1    BR1                 2W005G                                             

1    J1                  CONN-SIL6                                          

2    J2,J3               CONN-SIL1                                          

1    RV1                 100k                                               

2    RV2,RV4             2k                                                 

1    RV3                 82k                                                
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Appendix C 

Temperature Sensor Code 

Turbidity Sensor Code 

 

Network Code (low level embedded code/module for sensors – slaves) 

 network.h 

 protocol.c 

 networkPHY.c 

 

 

Master/RTU codes: 

 master.py 

 network.py 

 updateserver.py 

 py3G.py 

 

 

Web Application/Server Codes: 

 index.php 

 plotGraphs2.js 

 dataStream.php 

 sensorUpdate.php 

 getdata.php 

 alarms.php 

 getSensors.php 

  



 

TEMPERATURE SENSOR CODE 
/* 

 * TemperatureSensor.c 

 * 

 * Created: 24/04/2013 11:53:22 PM 

 *  Author: Admin 

 */  

 

 

#include <avr/io.h> 

 

#include <avr/io.h> 

#include <stdlib.h> 

#include <avr/interrupt.h> 

 

#define F_CPU 8000000UL// Clock Speed 

#include <util/delay.h> 

#include "network.h" 

 

  

volatile float input=0; 

 

/********************Adc code**********************/ 

void Adc_Initialize (void) 

{ 

 ADCSRA|= (1<<ADEN)|(1<<ADPS2)|(1<<ADPS1);  // enable ADC,ADC Interrupt, pre-scalar set 

to 64 

  

 ADMUX |= (0<<ADLAR);     // right adjust 

 ADMUX = (0<<REFS1)| (1<<REFS0);   // 2.56 internal as reference  

       

 ADCSRA|=(1<<ADIE); 

 //ADMUX &= ~0x1F;       //clear MUX4..0 , use 

ADCO single ended input 

 ADCSRA |= (1<<ADSC);      // start conversion 

  

} 

 

int get_ADC(void) 

{ 

 unsigned int low_val = ADCL; 

 unsigned int ten_Bval = (ADCH <<8)|low_val; 

  

 //ADCSRA |= (1<<ADSC); 

 return ten_Bval; 

} 

 

int adc_scale(unsigned int x,float factor) 

{ 

 //float factor = 0.484;  

 float scale; 

 scale = (x*factor) -3; 

 return scale; 

} 

 



 

ISR(ADC_vect) 

{ 

  

 //char adcresult[4]; 

 input = adc_scale(get_ADC(),0.1386); 

 //itoa(input,adcresult,10); 

 //Transmit_String(adcresult); 

 ADCSRA |= 1<<ADSC; 

} 

 

int getSensorReading(void){ 

 return (int)(input*100); 

} 

 

/*********************adc code end****************/ 

 

 

 

/*****************end usart*******************/ 

int main (void) 

{  

 sei(); //global interrupt  

 

 Adc_Initialize(); 

 initNetwork(); 

 

 while(1); 

} 

 

 

 

  



 

TURBIDITY_SENSOR CODE 
/* 
 * Turbidity_sensor.c 
 * 
 * Created: 24/04/2013 11:53:22 PM 
 *  Author: Richardo Mclennon 
 */  
 
 
#include <avr/io.h> 
#include <avr/io.h> 
#include <stdlib.h> 
#include <avr/interrupt.h> 
 
#define F_CPU 8000000UL// Clock Speed 
#include <util/delay.h> 
#include "network.h" 
 
  
volatile float input=0; 
 
/********************Adc code**********************/ 
void Adc_Initialize (void) 
{ 
 ADCSRA|= (1<<ADEN)|(1<<ADPS2)|(1<<ADPS1);  // enable ADC,ADC 
Interrupt, pre-scalar set to 64 
  
 ADMUX |= (0<<ADLAR);     // right adjust 
 ADMUX = (0<<REFS1)| (1<<REFS0);   // 2.56 internal as 
reference         
 ADCSRA|=(1<<ADIE); 
 //ADMUX &= ~0x1F;       //clear MUX4..0 , 
use ADCO single ended input 
 ADCSRA |= (1<<ADSC);      // start 
conversion 
  
} 
 
int get_ADC(void) 
{ 
 unsigned int low_val = ADCL; 
 unsigned int ten_Bval = (ADCH <<8)|low_val; 
  
 //ADCSRA |= (1<<ADSC); 
 return ten_Bval; 
} 
 
int adc_scale(unsigned int x,float factor) 
{ 
 //float factor = 0.484;  
 float scale; 
 scale = (x*factor) -3; 
 return scale; 
} 
 
ISR(ADC_vect) 
{ 
  
 //char adcresult[4]; 
 input = adc_scale(get_ADC(),1); 
 //itoa(input,adcresult,10); 
 //Transmit_String(adcresult); 
 ADCSRA |= 1<<ADSC; 



 

} 
 
int getSensorReading(void){ 
 return (int)(input*100); 
} 
 
/*********************adc code end****************/ 
 
 
 
/*****************end usart*******************/ 
int main (void) 
{  
 sei(); //global interrupt  
 
 Adc_Initialize(); 
 initNetwork(); 
 
 while(1); 
} 
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#ifndef NETWORK 

#define NETWORK 

 

#define DEVMAC "ABC123" 

#define DEVTYPE 134 

#define DEVUNITS "mV" 

#define SCALE 1 

 

//macro to generate random seed from device MAC address 

//macro be defined here 

//#def POWERSAVE 

 

//Network defined functions 

void process_packet(unsigned char);  //function to be called on uart receive interrupt 

void initNetwork(void); 

void init_PHY(void); 

void timer_ovf(void); //function to be called when time has elapsed (silence time is 2 chars) 

 

/****** 

Functions to be defined by user application 

****************/ 

//void sensorWake();    //wake sensor to prepare for sending reading 

int getSensorReading(void);   //main function to provide sensor reading 

void custom_routine(void); 

 

//timer needs to be defined to timeout after 3 character silence 

void start_timer(void);   //function to start timer 

void stop_timer(void);  //function to stop timer 

void reset_timer(void); //function to reset timer 

char random_delay(void); 

int get_timer(void); 

void uart_send(unsigned char);  //function to send one char by uart - half duplex 

void enable_transmitter(void); 

void disable_transmitter(void); 

char networkLineLow(void); 

 

#endif



File: protocol.c 

 
/* 

specify entire buss protocol Datalink Layer 

*/ 

#include "network.h" 

#include <avr/interrupt.h> 

 

#define REQMAIN 1 

#define ACCESS 2 

#define PING 3 

#define ACK 3 

#define NACK 131 

#define REQMAC 4 

#define SETADDR 5 

#define SETRATE 6 //request/refresh rate 

#define REQUNITS 7 

#define REQSCALE 8 

#define CUSTOM 9 

#define WAKE 10 

#define REQTYPE 11 

 

#define MASTERADDR 0x01 

#define GLOBALADDR 0x00 

#define MACLEN 6 

 

 

 

 

//define device state types 

#define UNCONNECTED 0 

#define CONNECTED 1 

#define IDLE 0 

#define COMMUNICATING 2 

#define BUSY 3 

 

#define FALSE 0 

#define TRUE 1 

 

//function prototype 

void sendSensorReading(void); 

void sendMAC(void); 

void sendACK(void); 

void sendMAC(void); 

void sendACK(void); 

void sendUnits(void); 

void sendScale(void); 

void sendSensorType(void); 

//void custom_routine(void); 

void process_msg(void); 

 

 

//global variabes 
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volatile unsigned short int devState = IDLE; 

volatile unsigned short int networkConnected = FALSE; 

volatile int random = 0; 

volatile unsigned char bussState = BUSY; 

volatile unsigned char bussSilence = 0; 

volatile unsigned char devAddr = 0; 

volatile short int message[10]; 

volatile short int messagbuff[10]; 

volatile short int counter=0; 

volatile unsigned short int updateRate = 1; 

volatile int i; 

 

 

void networkSend(char * data, unsigned short length){ 

    enable_transmitter(); 

    uart_send(MASTERADDR);    //send master address first (can be ommitted to reduce overhead) - slaves have 

to then sense entire transact tion as master send slave respond 

    for(i=0; i<length; i++) 

        uart_send(data[i]); 

    disable_transmitter(); 

} 

 

void sendUnits(){ 

 char temp[3] = {REQUNITS}; 

 char units[] = DEVUNITS; 

 temp[1] = units[0]; 

 temp[2] = units[1]; 

 networkSend(temp,3); 

} 

 

void sendSensorType(){ 

 char temp[] = {REQTYPE,DEVTYPE}; 

 networkSend(temp,2); 

} 

 

void sendScale(){ 

 char temp[] = {REQSCALE,(SCALE&0xFF),((SCALE>>8)&0xFF)}; 

 networkSend(temp,3); 

} 

 

void sendSensorReading(void){ 

    int sensorData = getSensorReading(); 

    char data[] = {REQMAIN,(sensorData&0xFF),((sensorData>>8)&0xFF)};  //sending lower byte first 

    networkSend(data,3); 

} 

 

void sendMAC(){ 

    char temp[MACLEN+1] = {REQMAC}; 

    char *mac = DEVMAC; 

 for(i=0;i<MACLEN;i++) 

  temp[i+1] = mac[i]; 
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//    networkSend(temp,1); 

    networkSend(temp,MACLEN+1); 

} 

 

void sendACK(){ 

    char temp[] = {ACK}; 

    networkSend(temp,1); 

} 

 

void sendResp(char resp){ 

 char temp[] = {resp}; 

    networkSend(temp,1); 

} 

 

 

//lower level physical/datalink layer transition (packet address etc.) 

void process_packet(unsigned char data){ 

    if(bussState==IDLE){ //Master is beginning new transmission - addressing new slave 

        //if((data==GLOBALADDR) || (networkConnected && data==devAddr)){ //new transmission concerns 

this slave 

  if((data==GLOBALADDR) || (networkConnected && data==devAddr)){ //new transmission 

concerns this slave 

            //random = getRandom(); 

   //uart_send(data); 

   start_timer(); //set timer to trigger processing after message packet finishes             

            devState = COMMUNICATING; 

            bussState = BUSY; 

            message[0] = data; 

            counter=1; 

             

        } 

        else{ 

         //uart_send(data); 

         //uart_send(devAddr); 

            bussState = BUSY; 

            start_timer(); 

        } 

 

    } 

    else if(devState == COMMUNICATING && counter<10){ //bussState == BUSY  - ongoing transmission 

with device 

        message[counter++] = data;         

    } 

    else if(!networkConnected){ 

     start_timer(); 

    } 

    reset_timer(); //reset silence timer (3 bytes silence signals end of transmission 

    bussSilence = 0; 

} 
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void initNetwork(){ 

 init_PHY(); 

 start_timer(); 

  

  

 /* 

 //random seed generator (based on MAC address) 

 char tmpMac[] = DEVMAC; 

 

 int seed = 0;  

  

 for(i=0;i<MACLEN;i++){ 

  seed += tmpMAC[i]; 

 } 

 

 srand(seed); 

 */ 

} 

 

char compMAC(void){ 

 char mac[] = DEVMAC; 

 for(i=0; i<MACLEN; i++){ 

  if(message[3+i] != mac[i]){ 

   return 0; 

  } 

 } 

 return 1; 

} 

 

 

 

//Packet processor function: 

void process_msg(){ 

    switch(message[1]){     

        case REQMAIN: 

            sendSensorReading(); 

            break; 

        case ACCESS: 

   if(!networkConnected){        

             if(random_delay()) 

              sendMAC(); 

            } 

            break; 

        case PING: 

            sendACK(); 

            break; 

        case REQMAC: 

            sendMAC(); 

            break; 

        case SETADDR: 

   if(compMAC()){ 
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    devAddr = message[2]; 

    networkConnected = TRUE; 

    sendACK(); 

   } 

            break; 

             

        case SETRATE: 

            updateRate = message[2]; 

            break; 

             

  case CUSTOM: 

   custom_routine(); 

   sendResp(CUSTOM); 

   break; 

    

    

  case REQSCALE: 

   sendScale(); 

   break; 

    

  case REQUNITS: 

   sendUnits(); 

   break; 

  case REQTYPE: 

   sendSensorType(); 

   break; 

#ifdef POWERSAVE 

        case WAKE: 

            sensorWake();             

            break; 

#endif 

         

    } 

} 

 

 

//Wait timer overflow - 3 bytes silence signalling end of message transmission 

void timer_ovf(void){ 

 //NB one additional character silence has been allowed incase serial reception began during last 

character silence period (but not fully received) 

    bussSilence += 1; 

 if(bussSilence > 2 && devState==COMMUNICATING){ //two chars silence for end of master 

communication 

  stop_timer(); 

  bussSilence = 0; 

  devState = BUSY; 

  bussState = IDLE; 

 

        process_msg(); 

        devState = IDLE;   

    } 
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 else if(bussSilence>3){ //other devices were communicating (3 chars silence for normal message 

termination) 

  stop_timer(); 

  bussSilence = 0; 

  bussState = IDLE; 

  //devState = IDLE;   

 } 

}



File: networkPHY.c 

 
#include <avr/io.h> 

#include <avr/interrupt.h> 

#include "network.h" 

#define F_CPU 8000000UL 

#include <util/delay.h> 

 

 

#define UARTDDR DDRD 

#define UARTPORT PORTD 

#define UARTPIN PIND 

#define TXPIN 1 

#define RXPIN 0 

 

//Temporary define for 'random' delay within range: 0 to 3126 

#define DELAY 2500 

 

 

/******** 

Interrupt Routines 

*******/ 

 

//timer elapse interrupt 

ISR(TIMER1_COMPA_vect){ 

 timer_ovf(); 

 //PINB |= (1<<PB2); 

} 

 

 

 

//define uart receive interrupt and call process_packet() data link layer function 

ISR(USART_RX_vect){ 

 process_packet(UDR0); 

 //PINB |= (1<<PB1); 

} 

 

ISR(USART_TX_vect){ 

 disable_transmitter(); 

} 

 

void custom_routine(){ 

 PINB |= 0xFF; 

} 

 

 

//define timer delay overflow interrupt and call timer_ovf function 

void start_timer(){ 

    //TCCR1B |= (1<<CS11);  //start timer (prescaler - 8) 1 microsecond resolution 

 reset_timer(); 

 //clear any pending flags: 

 TIFR1 |= (1<<OCF1A); 

 TIMSK1 |= (1<<OCIE1A);   //enable output compare interupt 
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} 

 

void stop_timer(){ 

 //TCCR1B &= ~(1<<CS11);  //stop timer 

 reset_timer(); 

 TIMSK1 &= ~(1<<OCIE1A);   //disable output compare interupt 

 //TIFR1 |= (1<<OCF1A); //clear any pending interrupts 

} 

 

void reset_timer(){ 

    TCNT1 = 0; 

} 

 

 

int get_timer(void){ 

 return TCNT1; 

} 

 

char networkLineLow(){ 

 return ((~(UARTPIN))&(1<<RXPIN)); 

} 

 

char random_delay(void){ 

 char freetoTX = 1; 

 stop_timer(); 

 OCR1A = 0xFFFF;  

 while(TCNT1<DELAY){ 

  if((~(UARTPIN))&(1<<RXPIN)){ 

   freetoTX = 0; 

   break; 

  } 

 } 

  

 reset_timer(); 

 OCR1A = 1042; //number of microseconds for one character duration for 9600 BAUD (set to 9 for 

115.2k) 

 return freetoTX; 

} 

 

//Uart functions 

void enable_transmitter(){ 

 UCSR0B |= (1<<TXEN0);   //enable TX  

 UARTDDR |= (1<<TXPIN); //set output 

 UCSR0A |= (1<<TXC0);  //clear any pending transmit interrput flag 

 //_delay_ms(1); 

} 

 

 

void disable_transmitter(){ 

 // UCSR0A |= (1<<TXC0);  //clear any pending transmit interrput 
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 while(!(UCSR0A&(1<<TXC0)));  //wait for data transmit to complete 

 UCSR0B &= ~(1<<TXEN0);  //disable TX 

 UARTDDR &= ~(1<<TXPIN); //set TX pin to input 

} 

 

 

void uart_send(unsigned char data){ 

 while(!(UCSR0A&(1<<UDRE0)));  //ensure UDR buffer ready to receive transmit 

 UDR0 = data;   //transmit data  

} 

 

 

void init_PHY(void){ 

    //initialise UART with receive interrupt (half duplex mode if possible) 

 UBRR0L = 103;    //U2X 9600 BAUD;   set to 8 for 115200 BAUD 

 UCSR0A |= (1<<U2X0);   //set times two mode in baudrate generatoe 

 UCSR0B |= (1<<RXEN0) | (1<<RXCIE0);// | (1<<TXEN0);   //enable receiver and receive interrupt and 

transmitter 

  

 UARTDDR &= ~((1<<TXPIN)|(1<<RXPIN)); //make pins input 

 //UARTPORTDDR &= ~((1<<RXPIN)); //make pin input  

  

 UCSR0B |= (1<<TXEN0); 

 //UARTPORTDDR |= (1<<TXPIN); 

  

 //timer initialisation 

 TCCR1B |= (1<<WGM12);   //output compare mode 

 OCR1A = 1042; //number of microseconds for one character duration for 9600 BAUD (set to 9 for 

115.2k) 

 

 TCCR1B |= (1<<CS11);  //start timer (prescaler - 8) 1 microsecond resolution 

  

 sei(); 

}
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import network 

import urllib 

import pickle 

import json 

import Queue 

#import py3G 

 

import threading 

#from threading import Timer 

from time import sleep 

 

 

 

registeredSensors = pickle.load( open( "sensors.p", "rb" ) ) 

alarms = {}  

#pickle.load( open( "alarms.p", "rb" ) ) 

connectedSensors = {} 

 

sensorAddrCounter = 5 

 

sensorData = Queue.Queue() 

sensorValue  = {} 

 

url = "http://192.168.1.134" 

 

interval = 1.0 

 

coreActive = True 

 

newSensor = False 

newSensorMac = '' 

 

 

#loopWaiting = False 

 

def sendWarning(msg): 

 print msg 

 #py3G.sendSMS(msg,3898932) 

 #py3G.sendSMS(msg,3630342) 

  

 

def networkSend(path,arguments): 

 global url 

 mystr = url+path+arguments 

 a = urllib.urlopen(mystr) 

 return a 

  

""" 

def updateSensors(): 

 sensorList = [] 

 for sensorMACs in registeredSensors: 
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  sensorList += [{'mac':sensorMACs,'units':registeredSensors[sensorMACs]['units']}] 

 arguments = "?rtu=01&sensorList="+json.dumps(sensorList) 

 networkSend("/scada/sensorUpdate.php",arguments) 

""" 

 

 

def loadOnlineAlarms(): 

 global alarms 

 alarmstr = networkSend("/scada/alarms.php","").read() 

 #print alarmstr 

 alarms = json.loads(alarmstr); 

 

def checkConditions(): 

 global connectedSensors, sensorValue, alarms, registeredSensors 

 for sensor in alarms.keys(): 

  if sensor in connectedSensors.keys() and sensor in sensorValue: 

   if 'high' in alarms[sensor].keys(): 

    if sensorValue[sensor] > alarms[sensor]['high']: 

     sendWarning("Alarm: " + sensor +" high level: "+ 

str(sensorValue[sensor])+ registeredSensors[sensor]['units']) 

 

     

   if 'low' in alarms[sensor].keys(): 

    if sensorValue[sensor] < alarms[sensor]['low']: 

     sendWarning("Alarm: " + sensor + " low level: "+ 

str(sensorValue[sensor])+ registeredSensors[sensor]['units']) 

 

 

def registerSensor(): 

 global newSensor,newSensorMac, sensorAddrCounter, registeredSensors, connectedSensors 

 try: 

  respMac = newSensorMac 

  for sensor in registeredSensors: 

   if sensor in connectedSensors.keys(): 

    continue 

   newSensorMac = sensor 

   if network.setaddress(newSensorMac,sensorAddrCounter): 

    newSensorAddr = sensorAddrCounter 

    sensorAddrCounter += 1 

    #connectedSensors += [{'mac':newSensorMac, 'ip': newSensorAddr}] 

    connectedSensors[newSensorMac] = newSensorAddr 

    newSensor = False 

    

    if newSensorMac not in registeredSensors.keys(): 

     #print newSensorMac 

     sensortype = network.requestType(newSensorAddr) 

     sensorunits = network.requestUnits(newSensorAddr) 

     sensorscale = network.requestScale(newSensorAddr) 

     

     if sensorunits != '' and sensortype != '' and sensorscale != '': 

      registeredSensors[newSensorMac] = {} 
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      registeredSensors[newSensorMac]['type'] = sensortype 

      registeredSensors[newSensorMac]['units'] = sensorunits 

      registeredSensors[newSensorMac]['scale'] = sensorscale 

      pickle.dump(registeredSensors, open( "sensors.p", "wb" )) 

      #update = threading.Thread(target=updateSensors) 

      #update.start() 

  if newSensor == True and network.setaddress(respMac,sensorAddrCounter): 

   newSensorMac = respMac 

   if network.setaddress(newSensorMac,sensorAddrCounter): 

    newSensorAddr = sensorAddrCounter 

    sensorAddrCounter += 1 

    #connectedSensors += [{'mac':newSensorMac, 'ip': newSensorAddr}] 

    connectedSensors[newSensorMac] = newSensorAddr 

    newSensor = False 

    

    if newSensorMac not in registeredSensors.keys(): 

     #print newSensorMac 

     sensortype = network.requestType(newSensorAddr) 

     sensorunits = network.requestUnits(newSensorAddr) 

     sensorscale = network.requestScale(newSensorAddr) 

     

     if sensorunits != '' and sensortype != '' and sensorscale != '': 

      registeredSensors[newSensorMac] = {} 

      registeredSensors[newSensorMac]['type'] = sensortype 

      registeredSensors[newSensorMac]['units'] = sensorunits 

      registeredSensors[newSensorMac]['scale'] = sensorscale 

      pickle.dump(registeredSensors, open( "sensors.p", "wb" )) 

 

  newSensor = False 

    

 except Exception, e: 

  #endAll() 

  print "Error occured: in register sensor" 

  print e 

 

   

def loop(): 

 global newSensor, coreActive, sensorData, newSensorMac, connectedSensors, sensorValue 

 #print "Beginning Loop" 

 if not coreActive: 

  return 

 t = threading.Timer(interval,loop) 

 t.start() 

 #if necesary send wake signal 

 #make all sensor readings 

 #print "we up to here" 

 try: 

  data = [] 

  if connectedSensors != {}: 

   #print "this changed somehow" 

   disconnectedList = [] 
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   for sensor in connectedSensors: 

    value = network.requestReading(connectedSensors[sensor]) 

    if value != '': 

     value = value/float(registeredSensors[sensor]['scale']) 

     data += [(sensor,value)] 

     sensorValue[sensor]=value 

    else: 

     pass 

     #if network.ping(connectedSensors[sensor]) == '': 

     # disconnectedList += [sensor] 

    

   for sensor in disconnectedList: 

    del(connectedSensors[sensor]) 

    

   if data != []: 

    sensorData.put(data) 

    updateAlarms = threading.Thread(target=checkConditions) 

    updateAlarms.start() 

     

    

  #only run if we are not currently dealing with connecting a new sensor 

  if not newSensor: 

   

   result = network.grantAccess() 

   #print "Result: ",result 

   #check thresholds etc. 

   if(result != ''): 

    #print "we came here", result 

    newSensor = True 

    newSensorMac = result 

    initSensor = threading.Thread(target=registerSensor) 

    initSensor.start() 

     

 except Exception, e: 

  t.cancel() 

  #endAll() 

  print "Error occured: in loop" 

  print e 

 

 

 

def endAll(): 

 global coreActive 

 coreActive = False 

 network.killNetwork() 

  

  

 

def updateScada(): 

 global newSensor, coreActive, sensorData, registeredSensors 

 try: 
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  while coreActive: 

   dataset = []   

   if not sensorData.empty(): 

    while not sensorData.empty(): 

     record = sensorData.get() 

     for data in record: 

      dataset += [{'sensorID':data[0], 'value':data[1]}] 

      print dataset 

   

    arguments = "?sensorData="+json.dumps(dataset) 

    networkSend("/scada/dataStream.php",arguments) 

    #print a.read() 

 except Exception, e: 

  #endAll() 

  print "Error occured: in update Scada" 

  print e   

   

   

network.initNetwork() 

 

scanloop = threading.Timer(interval, loop) 

scanloop.start() # after 1 seconds, "hello, world" will be printed 

 

updateloop = threading.Thread(target=updateScada) 

updateloop.start() 

loadOnlineAlarms() 

 

print "Master started." 

 

""" 

while True: 

 if newSensor: 

  if network.setaddress(newSensorMac,sensorAddrCounter): 

   sensorAddrCounter += 1 

   if newSensorMac not in registeredSensors: 

    registeredSensors[newSensorMac]['type'] = 

network.requestType(newSensorAddr) 

    registeredSensors[newSensorMac]['units'] = 

network.requestUnits(newSensorAddr) 

    registeredSensors[newSensorMac]['scale'] = 

network.requestScale(newSensorAddr) 

    pickle.dump(registeredSensors, open( "sensors.p", "wb" )) 

  newSensor = False 

 

coreActive = False 

  

"""
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import serial 

 

port = serial.Serial() 

resourceLock = False 

 

REQMAIN = chr(1) 

ACCESS = chr(2) 

PING = chr(3) 

ACK = chr(131) 

REQMAC = chr(4) 

SETADDR = chr(5) 

CUSTOM = chr(7) 

GLOBALADDR = chr(0) 

REQUNITS = chr(7) 

REQSCALE = chr(8) 

REQTYPE = chr(11) 

SETRATE = chr(6) 

WAKE = chr(10) 

 

 

def initNetwork(): 

 port.port = "/dev/ttyAMA0" 

 port.baudrate = 9600 

 port.timeout = 0.02 

 port.open() 

  

def killNetwork(): 

 global resourceLock 

 resourceLock = False 

 port.close() 

 

def requestUnits(address): 

 global resourceLock 

 while(resourceLock): 

  pass 

     

 resourceLock = True 

 port.flushInput() 

 port.write(""+chr(address)+REQUNITS) 

 response = port.read(4) 

 #print response 

 resourceLock = False 

 if len(response)>2: 

  return response[2:] 

 return '' 

  

def requestType(address): 

 global resourceLock 

 while(resourceLock): 

  pass   

 resourceLock = True 
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 port.flushInput() 

 port.write(""+chr(address)+REQTYPE) 

 response = port.read(4) 

 #print list(response) 

 resourceLock = False 

 if len(response)>2: 

  return ord(response[2]) 

 else: 

  return '' 

  

def requestScale(address): 

 global resourceLock 

 while(resourceLock): 

  pass 

   

 resourceLock = True 

 port.flushInput() 

 port.write(""+chr(address)+REQSCALE) 

 response = port.readline(4) 

 #print response 

 resourceLock = False  

 if len(response)>3: 

  response = response[2:] 

  response = ord(response[0])+(ord(response[1])<<8) 

  return response 

 return '' 

  

 

def setRate(): 

 global resourceLock  

 while(resourceLock): 

  pass 

   

 resourceLock = True 

 port.write(""+GLOBALADDR+SETRATE) 

 resourceLock = False 

  

  

def wakeAll(): 

 global resourceLock 

 while(resourceLock): 

  pass 

   

 resourceLock = True 

 port.write(""+chr(address)+WAKE) 

 resourceLock = False 

 

def ping(address): 

 global resourceLock 

 while(resourceLock): 

  pass 
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 resourceLock = True 

 port.flushInput() 

 port.write(""+chr(address)+PING) 

 #return port.read(2) 

 response = port.read(2) 

 #print response 

 resourceLock = False 

 if len(response)>1: 

  return response[1] 

 return '' 

  

  

def setaddress(mac, address): 

 global resourceLock 

 while(resourceLock): 

  pass 

   

 resourceLock = True 

 port.flushInput() 

 port.write(""+GLOBALADDR+SETADDR+chr(address)+mac) 

 response = port.readline(2) 

 #print mac 

 #print response 

 resourceLock = False 

 if response != '': 

  return response[1] 

 else:  

  return False 

 

def custom(address): 

 global resourceLock 

 while(resourceLock): 

  pass 

   

 resourceLock = True 

 port.flushInput() 

 port.write(""+chr(address)+CUSTOM) 

 response = port.readline(2)[1] 

 resourceLock = False 

 return response 

  

def requestReading(address): 

 global resourceLock 

 while(resourceLock): 

  pass 

   

 resourceLock = True 

 port.flushInput() 

 port.write(""+chr(address)+REQMAIN) 

 response = port.readline(4) 
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 #print response 

 resourceLock = False 

 

 if len(response)>3: 

  response = response[2:] 

  response = ord(response[0])+(ord(response[1])<<8) 

  return response 

 return '' 

  

def grantAccess(): 

 global resourceLock 

 while(resourceLock): 

  pass 

   

 resourceLock = True 

 port.flushInput() 

 port.write(""+GLOBALADDR+ACCESS) 

 response = port.readline(8) 

 #print response 

 resourceLock = False 

  

 if len(response)>7: 

  response = response[2:] 

  return response 

 else: 

  return '' 

  

def requestMAC(address): 

 global resourceLock 

 while(resourceLock): 

  pass 

   

 resourceLock = True 

 port.flushInput() 

 port.write(""+chr(address)+REQMAC) 

 response = port.readline(8) 

 #print response 

 resourceLock = False 

  

 if len(response)>7: 

  response = response[2:] 

  return response 

 else: 

  return ''



File: updateServer.py 

 
import urllib 

import random 

from time import sleep 

 

#.......................................................................................# 

#               This module communicates with the website via URL object                # 

#.......................................................................................# 

 

data = [] 

totalPoints = 300 

 

url = "http://192.168.1.134/scada/dataStream.php" 

 

def getRandomdata(): 

 global data 

 global totalPoints 

 if data != []: 

  data = data[1:] 

   

 while len(data)<totalPoints: 

  prev = 0 

  if data != []: 

   prev = data[-1] 

  else: 

   prev = 50 

  y = prev + random.random()*10 -5 

  if y<0: 

   y=0 

  elif y>100: 

   y=100 

  data += [y] 

  

 #return data 

  

 return zip(range(len(data)),data) 

 

prev1 = 50 

prev2 = 100 

 

def getValue(sensor): 

 global prev1, prev2 

 if sensor == "TEST01": 

  prev = prev1 

 else: 

  prev = prev2 

 y = prev + random.random()*10 -5 

 if y<0: 

  y=0 

 elif y>100: 

  y=100 
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 if sensor == "TEST01": 

  prev1 = y 

 else: 

  prev2 = y 

 

 return y 

 

 

def sendvalue(sensor): 

 arguments = "?sensorData=[{\"sensorID\":\""+sensor+"\",\"value\":"+str(getValue(sensor))+"}]" 

 a = urllib.urlopen(url+arguments) 

 print a.read() 

 

def runAuto(): 

 while True: 

  sendvalue("TEST01") 

  sendvalue("TEST02") 

  sleep(1)
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import serial 

 

modem = serial.Serial("/dev/ttyUSB0", 152000, timeout=5) 

 

 

def checkOK(): 

 response = modem.readline() 

 return response=="OK\n" 

 

def setupModem(): 

 modem.write("AT+AIPDCONT=\"web.digiceljamaica.com\",\"wapuser\",\"wap03jam\"\r") 

 checkOK() 

 modem.write("AT+AIPA=1\r") 

 checkOK() 

  

 ##// open socket with web server. 

 modem.write("AT+AIPO=1,,\"192.168.1.134\",80,0,,1\r") 

 checkOK() 

 

 

 

def sendSMS(text,number): 

 modem.flushInput() 

 # put the dongle into text mode 

 modem.write("AT+CMGF=1\r") 

 #print modem.readline() 

   

 # Set the telephone number we want to send to 

 modem.write('AT+CMGS="'+ str(number) + '"\r') 

 #print modem.readline()  

 # Set the message we want to send 

 modem.write(text) 

 #print modem.readline() 

   

 # Pass the CTRL+Z character to let the dongle know we're done 

 modem.write(chr(26)) 

 #print modem.readline() 

   

 

 

def gsmTransmit(path,data): 

 txString = "GET " + path + "?" + data + " HTTP/1.1\r\nHost: 192.168.1.134\r\n\r\n" 

 hexStr = ''.join([hex(ord(x) for x in txString]) 

 modem.write("AT+AIPW=1,\"" + hexStr + "\"\r") 

 checkOK() 

  

 ##Close socket 

 modem.write("AT+AIPC=1\r") 

 checkOK()



File: index.php 

<?php 

 if (isset($_POST['frm_alarms'])) { 

  $filename = "/var/www/scada/alarm_levels.txt"; 

  $handle = fopen($filename, "w"); 

  fwrite($handle, $_POST['frm_alarms']); 

  fclose($handle); 

 } 

 

 $filename = "/var/www/scada/alarm_levels.txt"; 

 $handle = fopen($filename, "r"); 

 $contents = fread($handle, filesize($filename)); 

 fclose($handle); 

?> 

 

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.org/TR/html4/strict.dtd"> 

<html> 

<head> 

 <meta http-equiv="Content-Type" content="text/html; charset=utf-8"> 

 <title>Flot Examples: Real-time updates</title> 

 <!--[if lte IE 8]><script language="javascript" type="text/javascript" 

src="../../excanvas.min.js"></script><![endif]--> 

 <script language="javascript" type="text/javascript" src="./flot/jquery.js"></script> 

 <script language="javascript" type="text/javascript" src="./flot/jquery.flot.js"></script> 

 <script language="javascript" type="text/javascript" src="./flot/jquery.flot.time.js"></script> 

 <script language="javascript" type="text/javascript" src="./flot/jquery.flot.navigate.js"></script>  

 <script type="text/javascript"> <?php include 'getSensors.php'; ?> </script> 

 <script language="javascript" type="text/javascript" src="plotGraphs2.js"></script> 

</head> 

<body> 

 

 <div id="header"> 

  <h2>Real-time updates</h2> 

 </div> 

 

 <div id="content"> 

 

  <div class="demo-container" style="text-align; center; padding: 1em 3em;"> 

   <div id="placeholder" class="demo-placeholder" style="width:750px; height:400px; 

float: left; margin: 0 auto;"></div> 

   <div style="float:left; width:250px; padding-left: 2em; margin: 0 auto;"><p 

id="choices"></p></div> 

   <div style="clear:both;"></div> 

   <form name="frm_update" id="frm-update" action="index.php" method="post"> 

    <input name="frm_alarms" id="frm-alarms" type="text" size="60" value='<?php 

echo $contents; ?>' /> 

    <input name="frm_submit" id="frm-submit" type="button" value="Update 

Alaram" /> 

   </form> 

  </div> 

 

  <p>Representing Sensor data from RTU in field Unit.</p> 
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 </div> 

 

 <div id="footer"> 

  Copyright &copy; 2013 Engineering: Jeremy Hall And Richardo McLennon 

 </div> 

 

</body> 

</html>



File: plotGraphs2.js 

$(function() { 

 

 // We use an inline data source in the example, usually data would 

 // be fetched from a server 

 

 // Set up the control widget 

 var timestamp = 0; 

 var updateInterval = 1000; 

 var graphData = {}; 

 var maxlivedata = 150; 

 var colorIndex = 0; 

 //var sensorList = [] 

  

 /* 

 $("#updateInterval").val(updateInterval).change(function () { 

  var v = $(this).val(); 

  if (v && !isNaN(+v)) { 

   updateInterval = +v; 

   if (updateInterval < 1) { 

    updateInterval = 1; 

   } else if (updateInterval > 2000) { 

    updateInterval = 2000; 

   } 

   $(this).val("" + updateInterval); 

  } 

 }); 

 */ 

 //console.log(sensorList); 

 var plot = null; 

 var livedata = true; 

  

 var currfilter = "?filters=[\"ABC123\",\"TEST01\",\"TEST02\"]"; 

  

 console.log(sensorList); 

  

  

 var choiceContainer = $("#choices"); 

 $.each(sensorList, function(key, val) { 

  choiceContainer.append("<br/><input type='checkbox' name='" + key + 

   "' checked='checked' id='id" + key + "'></input>" + 

   "<label for='id" + key + "'>" 

   + sensorList[key]['Name'] + "</label>"); 

 }); 

 

 choiceContainer.find("input").click(plotAccordingToChoices); 

 

 function plotAccordingToChoices() { 

 

  var filters = []; 

 

  choiceContainer.find("input:checked").each(function () { 

   var key = $(this).attr("name"); 
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   filters.push(key); 

  }); 

 

  if (filters.length > 0) { 

   currfilter = "?filters="+JSON.stringify(filters); 

  } 

  else { 

   currfilter = "?";    

  } 

   

  graphData = {}; 

  plot = null; 

  timestamp = 0; 

  //update(); 

 } 

 

 plotAccordingToChoices(); 

  

  

  

 

 function onDataReceived(data){ 

  for(var series in data){ 

   

   var values = data[series]['data']; 

   //console.debug(values);  

   if(values && values.length>0){ 

    lastTime = values[values.length-1][0]; 

    if(lastTime > timestamp){ 

     timestamp = lastTime; 

    } 

    //change to reloading data 

    //add data to existing data 

    if(graphData != {}){ 

     if(graphData[series]){ 

      if(livedata){ 

       if(graphData[series]['data'].length>maxlivedata){ 

        graphData[series]['data'] = 

graphData[series]['data'].splice(1); 

       } 

      }   

      graphData[series]['data'] = 

graphData[series]['data'].concat(values); 

     } 

     else{ 

      graphData[series] = {}; 

      graphData[series]['label'] = data[series]['label']; 

      graphData[series]['data'] = values; 

      graphData[series]['color'] = sensorList[series]['color']; 

      //graphData[series]['color'] = sensorList[series]['color'];  
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     } 

    } 

 

   } 

  } 

   

  var datasets = []; 

   

  for(var key in graphData){ 

   datasets.push(graphData[key]); 

  } 

   

  if(plot==null){ 

   plot = $.plot("#placeholder", datasets, { 

    series: { 

     shadowSize: 0 // Drawing is faster without shadows 

    }, 

    yaxis: { 

     zoomRange: false, 

     panRange: false 

    }, 

    xaxis: { 

     //max: timestamp, 

     //min: timestamp-(165000), 

     mode:"time" 

    }, 

    zoom: { 

     interactive: true 

    }, 

    pan: { 

     interactive: true 

    } 

   }); 

   setTimeout(update, updateInterval); 

   

  } 

   

  else{ 

   plot.setData(datasets); 

    

   //if(livedata==true){ 

    //followTrend(); 

    plot.setupGrid(); //(dont change grid) 

 

    plot.resize(); 

    plot.draw(); 

    setTimeout(update, updateInterval); 

   //} 

  } 

   

 } 
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 function followTrend(){ 

  //console.log(timestamp); 

  //console.log(plot.getOptions()); 

  plot.getOptions().xaxis.max = timestamp; 

  plot.getOptions().xaxis.min = timestamp-(160000); 

 } 

  

 function update() { 

  var script = 'getdata.php'; 

  script += currfilter; 

  //script+='?'; 

  ///* 

  if(timestamp>0) 

   script += "&timestamp=" + timestamp; 

  //*/ 

  $.ajax({ 

   url: script, 

   type: "GET", 

   dataType: "json", 

   success: onDataReceived 

  }); 

 } 

 

 update(); 

 

 // Add the Flot version string to the footer 

 

 //$("#footer").prepend("Flot " + $.plot.version + " &ndash; "); 

});



File: dataStream.php 

<?php 

 //example data:  

?sensorData=[{"sensorID":"JHRM01","value":12.56},{"sensorID":"ABC123","value":347}]  

 if(isset($_GET['sensorData'])){ 

  echo $_GET['sensorData']; 

  $data = json_decode($_GET['sensorData'],true); 

  var_dump($data); 

  echo $data[0]['sensorID']; 

  echo $data[0]['value']; 

   

   

  // Create connection 

  $con=mysqli_connect("localhost","sensoradmin","abc123!@#","scada"); 

  // Check connection 

  if (mysqli_connect_errno($con)) 

  { 

   echo "Failed to connect to MySQL: " . mysqli_connect_error(); 

  } 

  else 

  { 

   foreach($data as $sensor){ 

    $id = $sensor['sensorID']; 

    $value = $sensor['value'];     

     

    $result = mysqli_query($con,"INSERT INTO SensorData (SensorID,Value) 

VALUES ('$id',$value)"); 

    //echo $sensor['sensorID']; 

   } 

  } 

   

 } 

 else echo "Error data not sent"; 

  

?>



File: sensorUpdate.php 

<?php 

//example data: ?rtu=01&sensorList=[{"mac":"JHRM01","units":"V"},{"mac":"ABC123","units":"Cs"}] 

 if(isset($_GET['sensorList'])){ 

  //echo $_GET['sensorData']; 

  $data = json_decode($_GET['sensorList'],true); 

  //var_dump($data); 

   

  // Create connection 

  $con=mysqli_connect("localhost","sensoradmin","abc123!@#","scada"); 

  // Check connection 

  if (mysqli_connect_errno($con)) 

  { 

   echo "Failed to connect to MySQL: " . mysqli_connect_error(); 

  } 

  else 

  { 

   $registered_sensors = array(); 

   $result = mysqli_query($con,"SELECT MAC FROM SensorInfo"); 

   while($row=mysqli_fetch_array($result)){ 

    $registered_sensors[] = $row['MAC']; 

   } 

    

   foreach($data as $sensor){ 

    if(in_array($sensor['mac'], $registered_sensors, true)) 

     continue; 

    $mac = $sensor['mac']; 

    $units = $sensor['units'];     

    $rtu = $_GET['rtu']; 

     

     

    $result = mysqli_query($con,"INSERT INTO SensorInfo (MAC,Units,RTU) 

VALUES ('$mac','$units','$rtu')"); 

     

   } 

   if($result) 

    echo 'Success!'; 

  } 

   

 } 

 else echo "Error data not sent"; 

  

?>



File: getdata.php 

<?php 

 $series = array(); 

 // Create connection 

 $con=mysqli_connect("localhost","sensoradmin","abc123!@#","scada"); 

 // Check connection 

  

 $reqtime = 0; 

 $graphData = array(); 

  

 function getseries($sensorID, $time){ 

  global $con; 

   

  $data = array(); 

   

  $result = mysqli_query($con,"SELECT Timestamp,Value FROM SensorData WHERE 

SensorID=\"$sensorID\" AND Timestamp > '$time'  ORDER BY Timestamp DESC LIMIT 200"); 

   

  if($result){ 

   while($row=mysqli_fetch_array($result)){ 

    $point = array(); 

    $point[]=strtotime($row['Timestamp'])*1000; 

    $point[] = (float)$row['Value']; 

    $data[] = $point; 

   } 

   

   $data = array_reverse($data); 

   //var_dump($data); 

   $series['data']=$data; 

    

   $result = mysqli_query($con, "SELECT Name FROM SensorInfo WHERE 

MAC=\"$sensorID\""); 

   $name = mysqli_fetch_array($result); 

   if($name['Name']!="") 

    $series['label']=$name['Name']; 

   else 

    $series['label']=$sensorID; 

   

    

   return $series; 

  } 

   

  

 } 

  

 if (mysqli_connect_errno($con)) 

 { 

  echo "Failed to connect to MySQL: " . mysqli_connect_error(); 

 } 

 else 

 { 

  if(isset($_GET['timestamp'])){ 

   $reqtime = date("Y-m-d H:i:s",((int)$_GET['timestamp'])/1000); 
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   //echo $reqtime; 

  } 

   

  if(isset($_GET['filters'])){ 

   $filters = json_decode($_GET['filters']); 

   //var_dump($filters); 

   foreach($filters as $sensor){ 

    $graphData[$sensor] = getseries($sensor, $reqtime); 

   } 

  } 

  else{ 

   $graphData['TEST01'] = getseries("TEST01", $reqtime); 

   $graphData['TEST02'] = getseries("TEST02", $reqtime); 

  } 

   

 } 

  

 echo json_encode($graphData); 

 

?>



File: alarms.php 

<?php 

 //echo '{"ABC123":{"high":20}}'; 

  

 $filename = "/var/www/scada/alarm_levels.txt"; 

 $handle = fopen($filename, "r"); 

 $contents = fread($handle, filesize($filename)); 

 fclose($handle); 

  

 echo $contents; 

?>



File: getSensors.php 

<?php 

 //$series = array(); 

 // Create connection 

 $con=mysqli_connect("localhost","sensoradmin","abc123!@#","scada"); 

 // Check connection 

  

 

 $sensors = array(); 

  

  

 if (mysqli_connect_errno($con)) 

 { 

  echo "Failed to connect to MySQL: " . mysqli_connect_error(); 

 } 

 else 

 { 

  //  $dat = array(); 

  $color = 1; 

   

  $result = mysqli_query($con,"SELECT MAC, Name, Units, RTU, Description FROM 

SensorInfo"); 

   

  if($result){ 

   while($row=mysqli_fetch_array($result)){ 

    //var_dump($row); 

    $row['color'] = $color; 

    $color += 1; 

     

    $sensors[$row['MAC']] = $row;  

    //var_dump($sensors); 

   } 

  } 

   

  

   

   

 } 

  

 echo "var sensorList = "; 

 echo json_encode($sensors); 

 echo ";" 

 

?> 


